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Using Amazon’s S3 (Simple Storage Service) for Off-Site Asterisk Backups
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When we began the
PBX in a Flash
project, one of our
prerequisites for
distinguishing our
product from other
Asterisk
aggregations was to
include an
automated,
rock-solid reliable,
backup solution
that backed up not
only Asterisk but
Eel i === e your entire server
L» | Jl m | 0 0 il in way that it could
be restored
painlessly without manually reinstalling the initial PBX in a Flash image. After almost a year in
production, PBX in a Flash remains the only distribution with a complete backup solution. In the
Orgasmatron builds of PBX in a Flash, we’ve gone a step further. Automated weekly backups to a
flash drive are preconfigured. All it takes to get started is a $15 flash drive. Insert the stick and run
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the usbformat.sh script. Thereafter, a full backup is run each Sunday night, and the self-booting
ISO images are conveniently placed on the flash drive for easy restoration should the need ever
arise.

We appreciate, however, that others running Asterisk and FreePBX need backup solutions as well.
And, while today’s tutorial won’t get you a full system backup which is comparable to what’s
available on PBX in a Flash systems, what it will do is provide an automated off-site backup storage
solution for all of your critical FreePBX data for pennies a day. Beginning last year, FreePBX started
offering a backup solution for FreePBX data as an integral part of the FreePBX web interface. The
FreePBX solution lets you define a schedule for backing up your voicemail, system recordings,
system configuration, CDR, and operator panel. What the restore process won’t do is put Humpty
back together again without first reinstalling your operating system and Asterisk environment. For
those using PBX in a Flash, you've got the best of all worlds with these two backup solutions. For
everyone else, the FreePBX backup alternative is certainly better than nothing. It also is a terrific
tool for moving from one distribution to another (hint!) or to a new server environment. So long as
the versions of FreePBX on both systems match, users have reported excellent results.

In addition to the need to recreate your server environment from scratch, there’s an additional
problem with the FreePBX backup solution. It gets stored on the same drive as your Asterisk server.
That works great until your hard disk dies or your house catches on fire. Backups are written to
/var/lib/asterisk/backups and placed in subdirectories matching the Schedule Name you assign
to the backup procedure. For reasons which will become obvious, it’s a good idea to name your
schedules without any spaces in the name, e.g. DailyBackup. The only thing we’ve really found
missing in the FreePBX solution is an off-site storage option to protect you in the event of a
catastrophe.

We recently were reminded of the importance of off-site storage when a neighbor’s house caught
fire in the middle of the night. Fortunately, the entire family escaped without injury. But all of the
contents of the home were destroyed either by the fire or by the water used to put out the fire. After
being awakened by a neighbor in the middle of the night, there was less than 5 minutes to extract
the husband and wife and four young children from the house before it was totally engulfed in
flames. Moving computers out of harm’s way most assuredly was the furthest thing from their
minds. Which brings us to Amazon S3.

In the words of the Wikipedia:

“Amazon S3 (Simple Storage Service) is an online storage web service offered by
Amazon Web Services. Amazon S3 provides unlimited storage through a simple web
services interface. Amazon launched S3, its first publicly-available web service, in the
United States in March 2006 and in Europe in November 2007. Since its inception,
Amazon has charged end users $0.15 per gigabyte-month, with additional charges for
bandwidth used in sending and receiving data. As of November 1, 2008, pricing will
move to tiers where end users storing more than 50 terabytes per month will receive
discounted pricing. Amazon claims that S3 uses the same scalable storage
infrastructure that Amazon.com uses to run its own global e-commerce network.
Amazon S3 is reported to store more than 29 billion objects as of October 2008. This is
up from 14 billion objects as of January 2008, and from 10 billion in October 2007. S3
uses include web hosting, image hosting, and a back-up system. S3 comes with no
guarantee that customer data will not be lost.”

To give you some idea of pricing, our current FreePBX daily backups are roughly 50 megabytes in
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size. A new PBX in a Flash install yields a 20MB FreePBX backup. Using a cable modem
connection, uploading our 50MB daily backup to Amazon S3 takes about 5 minutes and costs 2¢.
Storage of a full month’s worth of rotating backups would add another quarter to the monthly cost.
Thus, the tab to upload and store 30 backups a month runs less than one dollar, pretty cheap
insurance by any measure. And, unless you tinker with your system as much as we do, daily
backups probably are overkill. The tab for weekly uploads and storage on Amazon S3 would run
less than 25¢ a month assuming you remove all but the last five backups from S3 in each
subsequent month. So... what are you waiting for?

Configuring Weekly Backups with FreePBX. The first step is to set up the automated
backup process in FreePBX. Using a browser, open FreePBX and choose Tools, Backup & Restore.
Click Add Backup Schedule and name the schedule WeeklyBackup. Select all of the radio buttons
to backup everything possible with FreePBX. For the time of the backups, leave the Follow
Schedule Below option selected. Choose a time for the backup by clicking on the appropriate
settings. We recommend 3:05 a.m. which means you click on 5 in the minutes column and 3 in the
hours column. Finally, click the Selected option button under Weekdays and then click
Wednesday. Click Submit Changes to save your settings.

Creating an Amazon S3 Account. Before you can create backups on Amazon S3, you'll
obviously need an account. Here’s the link to sign up: http://www.amazon.com/s3. Once you sign
up, you'll receive an email with this link to manage your new account. Log in using your Amazon
username and password. Write down your Access Key ID. Next click on the button to generate a
new Secret Access Key. Once it’s generated, click on the link provided to display it. Write it down,
too. You'll need both your Access Key and your Secret to use Amazon’s S3 service.

Installing s3cmd to Manage Your S3 Backups. There are a number of tools available to
interact with Amazon S3. We've chosen s3cmd which happens to be free and uses python which is
preconfigured on PBX in a Flash systems. Another great tool is JungleDisk, but it costs $20. It uses
s3sync and Ruby which you’d need to install: yum install ruby. It also requires SSL certificates
which complicates things a bit. For an excellent tutorial, see Chris Sherwood’s writeup. Of course,
time marches on, and today we can do all of the same things at no cost. So let’s get started.

To install and configure s3cmd, log into your server as root and issue the following commands:

cd /root

wget
http://downloads.sourceforge.net/s3tools/s3cmd-0.9.8.3.tar.gz?modtime=12173387
tar zxvf s3cmd*

mv s3cmd-0.9.8.3 s3cmd

cd s3cmd

./s3cmd —configure

You’ll be prompted to enter your Access Key and Secret Key to access Amazon S3. Next you’'ll be
asked to provide an encryption password to protect your data while being transmitted to Amazon.
Make up a random collection of letters and numbers. For the path to the GPG program, press Enter
to choose the default: /usr/bin/gpg. Choose whether to use HTTPS to transmit your data. It’s a little
slower, but it’s secure so we recommend choosing it. We're going to automate the backup process so
you’re not going to be watching the file transmission process anyway. Next, you'll be asked whether
to test S3 access using the credentials you've supplied, Type y and be sure you get a success
message. Otherwise, recheck your Access Key and Secret Key for typos. Finally, you'll be asked
whether to save the settings. Choose Y. Your settings will be saved in /root/.s3cfg. Be sure to erase
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the file if you give your server to someone else!

Using the s3emd Command Line Interface. s3cmd is a command line tool so we’ll walk you
through the basics before we automate the weekly backup process. There’s an excellent tutorial for
s3cmd that is available here, and more S3 tools are on the way. What you really need to know about
S3 file storage is that files are stored in directories which S3 calls buckets. Wildcards don’t work the
way Linux wildcards do, and S3 is picky about the use of periods. Our recommendation: don’t use
them for the time being. We’re going to run down the basic list of commands in the order you
typically would use them:

Create a New Bucket: /root/s3cmd/s3cmd mb s3://weekly-backup

List Your Buckets: /root/s3cmd/s3cmd 1s

List Bucket Contents: /root/s3cmd/s3cmd 1ls s3://weekly-backup
Upload a File: /root/s3cmd/s3cmd put filename.Xyz
s3://weekly-backup/filename.xyz

Download a File: /root/s3cmd/s3cmd get
s3://weekly-backup/filename.xyz filename.xyz

Delete a File: /root/s3cmd/s3cmd del s3://weekly-backup/filename.xyz
Delete a Bucket: /root/s3cmd/s3cmd rb s3://weekly-backup (NOTE:
Bucket must be empty!)

Automating the Off-Site Backups to Amazon S3. We now have all the pieces we need build
a weekly cron script to automate the backup process to our new Amazon S3 storage facility. So let’s
build the script. For purposes of this example, we will assume that you have followed our
instructions above in setting up the backup process with FreePBX. We obviously need to know
when new backups are made so that we can configure a cron script at the proper time to copy the
backup file up to the Amazon S3 server. We also need to know the name of the FreePBX directory
with the backups and will assume that it’s /var/lib/asterisk/backups/WeeklyBackup. Finally we
need to know the name of the bucket to be created on Amazon S3 to store the backups and we’ll
assume it’s s3://weekly-backup as we used in the examples above.

Step 1 is to build the script. Using your favorite editor, create a file and name it /root/s3backup.sh:
nano -w /root/s3backup.sh. Here’s what should go in it:

#!/bin/bash

cd /var/lib/asterisk/backups/WeeklyBackup

thisbackup="find *.gz -mtime -1 | tail -n 1°

/root/s3cmd/s3cmd put /var/lib/asterisk/backups/WeeklyBackup/$thisbackup
s3://weekly-backup/s$thisbackkup

Save the file: Ctrl-X, Y, then Enter and make the script executable: chmod +x s3backup.sh. Note
that, for this script to actually work, you must run it on the same day AND after FreePBX has first
generated a backup.

Step 2 is to create a cron job that will execute the above script shortly after 3:05 a.m. on Wednesday
morning making sure we leave enough time for FreePBX to complete the backup task. To be safe,
we'll set it up for 4 a.m. every Wednesday. Edit /etc/crontab and add an entry at the bottom of the
file that looks like the following:

0 4 * * 3 root /root/s3backup.sh > /dev/null
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If you just wanted a basic backup system using Amazon S3, congratulations! You've graduated. But
there’s so much more if you don’t mind getting your hands a little dirty.

Using Fuse and Rsync with Amazon S3. At the outset, we want to express our special thanks
to John Eberly’s article for laying the foundation for much of what follows. The S3 technology has
advanced dramatically since it first was introduced. So much so that you now can mount an
Amazon S3 bucket as a local device on your server and use it like any other mounted device. This
means you can use standard Linux tools to copy, list, delete, and move files. And you can use the
built-in intelligence of tools such as rsync to actually keep directories in sync without recopying
data that already exists in both locations. It works flawlessly!

Unfortunately, with CentOS 5, the Fuse installation process is a bit quirky, but here we go anyway.
First, you'll need the Dag Wieers YUM repository to install some of these applications. The easiest
way to activate the repository is to just execute the following commands while logged into your
server as root. When we’re finished with the repository, we’ll delete /etc/yum.repos.d/dag.repo so
that you don’t accidentally use it unintentionally for other yum updates down the road:

cd /etc/yum.repos.d

wget http://pbxinaflash.net/source/s3/dag.repo
cd /root

yum -y install fuse-devel

rm /etc/yum.repos.d/dag.repo

wget
http://downloads.sourceforge.net/fuse/fuse-2.7.4.tar.gz?modtime=1217019944®sbi
tar zxvf fuse-2.7%*

cd fuse-2.7.4

./configure

make

make install

cd ..

If you're a Linux whiz kid, you’re probably scratching your head wondering why we would install an
RPM version of fuse and then turn around and install it again by compiling it from source. The short
answer is “the hell if I know.” The longer answer is that fuse won’t work unless you do it this way.
Sorry. If you really are a whiz kid, you can educate all of us as to why this is necessary by posting a
comment.

Now that fuse is installed, we need one more application. It’s the glue between fuse and Amazon S3:
s3fs. So let’s download, compile, and install the s3 file system application:

cd /root

wget http://s3fs.googlecode.com/files/s3fs-rl77-source.tar.gz
tar zxvf s3fs*

cd s3fs

make -f Makefile

mkdir /mnt/s3fs

cp s3fs /usr/bin/.

cd ..

Finally, to simplify mounting of your S3 file system, we need to store your Access Key and Secret
Key in a config file just as was done with s3cmd above. So create a new file named /etc/passwd-s3fs
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and add your AccessKey:SecretKey in the file, e.g. 12345:67890

To mount your S3 bucket (already created above): s3fs
weekly-backup /mnt/s3fs

To synchronize your WeeklyBackup directory with S3: rsync -avz
—delete /var/lib/asterisk/backups/WeeklyBackup /mnt/s3fs

To dismount your S3 bucket: umount /mnt/s3fs
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